THE HISTORY, ACHIEVEMENT AND FUTURE OF THE 1980 OECD GUIDELINES ON PRIVACY
The Hon. Michael Kirby (Australia)
As the chairman of the OECD expert group on trans-border data flows and the protection of privacy , I am proud to be invited to return to this Roundtable which is aimed at giving contemporary participants in the OECD an opportunity to reflect on the achievements of the Guidelines on Privacy ("the Guidelines"), developed by the expert group.
They were adopted by the Council of the OECD and recommended to OECD member countries in 1980.
One normally thinks of the OECD as a body of sober economists, statisticians and technologists. One does not normally expect such people to be dripping with human rights sentiments. Yet the OECD Guidelines have proved to be one of the more effective international statements of recent times in affording protections for the basic human right of privacy, as that right has came to be understood in the context of contemporary information technology.
One does not normally expect economists, statisticians and technologist to be sentimental about their institutional history. Yet it is a commonplace that those who forget their history are bound to repeat its mistakes. This Roundtable is therefore welcome. I am pleased to be here with the chair of the ICCP Committee (Mr. Jørgen Andersen) and
the Director of DSTI (Mr. Andrew Wyckoff). Back in 1980, I knew their predecessors who, in the case of ICCP, included Mr. Johan Martin-Löff, also a distinguished telecommunications expert from Scandinavia.
This meeting room in the new OECD Conference Centre is more salubrious that the dungeons in which the OECD expert group convened in 1978-80. My concern about such beautiful surroundings is that one might never want to leave them. That was certainly not true of our
dungeons. Yet, although some things have changed, the footsteps still automatically take one back to the OECD building complex. In 1980, there were no double metal barriers around the compound. Security was comparatively light. Still, the intellectual environment was just as intense as it is today. The commonalities of the participating nations meant that many irrelevant disputes were avoided. Meetings started on time. Productivity and efficiency were our watchwords.
In those far-off days, I learned, as every pupil at the Ecole Nationale d'Adminstration does, the merits of the Cartesian division of every problem into three parts. So it is that I have divided my words today. I will recount some of the history of the expert group. I will describe some of the achievements of the Guidelines. And I will offer some reflections on the future, as these may be of assistance to participants still working within the OECD on information, computer and communications policy.
I. HISTORY
The way the OECD became involved in the project to draft guidelines on the protection of privacy in the context of trans-border data flows (TBDF) was described by me yesterday in remarks to the WPISP, chaired by my Australian colleague (Mr. Keith Besgrove) 1 .
I can offer one added ingredient to the explanation there given for the emergence of the expert group. It is to be found in the initial title of the group. This addressed its attention to "trans-border data barriers and the protection of privacy". It was "barriers" that afforded the initial focus of the work of the expert group and of the perceived interest of the OECD. Then, as now, this was an organisation concerned with economic efficiency and with the generally free sharing of information essential to the proper operation of democratic governance and free market economies. It was the potential of TBDF to occasion restrictions, regulations and even treaties within the global community of free markets and for these to impose "barriers" on the free flow of data that attracted the interest of the OECD. Specifically they enlivened its mission to contribute to (and defend) free flows deemed suitable to market information economies.
Put bluntly, the OECD concern was that the response of European nations (and European regional institutions) to the challenges of TBDF for privacy might potentially erect legal and economic barriers against 1 M.D. Kirby, "The OECD Privacy Guidelines @ 30". Remarks to WPISP, unpublished, OECD, Paris, 9 March 2010. which it was essential to provide effective exceptions. Given the different perspectives, especially on each side of the Atlantic, the resolution of this quandary lay not in the direction of an international treaty, but in the adoption of general principles. If those principles were introduced into domestic law, it was hoped that they would contribute to the reduction of "barriers" that would otherwise result in inefficiencies and obstacles to the attainment of OECD institutional objectives.
At the heart of the disagreement that led to the establishment of the OECD expert group lay different approaches to the regulation of data flows so as to provide protection for privacy. For European member countries, impairment of personal privacy was not a theoretical danger.
It was one deeply remembered from the misuse of personal data by security and military officials during the Second World War, still comparatively recent in memory in 1978.
The suspicion that several non-European countries had was that the European treaty approach to protecting privacy was heavy-handed with bureaucracy; potentially expensive to implement; insufficiently sensitive to the values of TBDF; and (even possibly) motivated by economic protectionism so as to strengthen the European technology of informatics behind legally established data protection walls. The suspicion of Europeans was that non-European member states would insist on a "toothless tiger". They would give the appearance of agreement; but without any real or practical effectiveness.
Before and during the work of the expert group, numerous seminars and conferences were held in Paris and elsewhere concerned with aspects of the problems that led to the creation of the group. One of these was a large conference in Paris attended by the then President of the French Republic (Mr. Valéry Giscard d'Estaing).
In the course of that conference, to which I contributed, the powerful feeling that lay behind the European response to the dangers to privacy was brought home to me in a vivid way. During an interval for public participation, an audience member leapt to his feet. I knew that his contribution would be unusual. His appearance was arresting. He had a long beard and his eyes gleamed as he spoke:
'Why, Mr. President, did so many refugees and Jews in France survive during the War? Why did so few resistance fighters and Jews survive in The Netherlands?', he said. 'It happened because, in the 1930s, The Netherlands government, with typical efficiency, had devised an identity card with a metal bar installed through the photograph. This was then the latest in secure technology. In France, we had an ordinary photograph, pasted on cardboard. It was easily imitated. Upon that difference hung the lives of thousands of good people. In France, they survived. In The Netherlands they perished. Efficiency is not everything. The task of the OECD expert group was to build on the work previously undertaken within the Nordic Council, the Council of Europe, the European Economic Community and in academic writing. It was to bring the principles that were by then emerging in that context into an intercontinental application so that they would extend, as far as agreed, without a treaty, to other member countries of the OECD, such as the United States, Canada, the United Kingdom, Japan and Australian and New Zealand.
To tackle this task, the members of the expert group had the assistance of brilliant officials, and an excellent consultant, provided by the OECD Secretariat. Mr. Hanspeter Gassmann, who is here and whom I honour, led the Secretariat team. He had an established expertise in information technology and policy. He was supported by Miss Alice Frank, also an officer of the Secretariat, who was a brilliant drafter. One of the first professors of information technology and the law, Professor Peter Seipel (Sweden) was appointed consultant to the expert group. He showed not only intellectual brilliance but great skill in drafting and a large capacity in the preparation of the explanatory memorandum that accompanied the publication of the OECD Guidelines. I pay a heartfelt tribute to each of these colleagues. Nothing that the expert group achieved would have been possible without their support, stimulus and guidance.
The members of the expert group were all people of great intelligence and devotion to the task. My task as chairman was to uphold a ruthless work ethic to the expert group. In such a group this was not a special challenge. We worked extremely hard in our dungeons. But the intellectual rewards were great.
And in the end, the Guidelines emerged that have proved so influential over thirty years when so much else in law, politics and technology has changed.
II. THE ACHIEVEMENT
The achievement of the Guidelines fell into four categories:
1. Building on predecessors: We did not set out to reinvent the wheel or to alter needlessly sensible approaches that had been revealed by our predecessors. We derived much assistance from academic 2. OECD value added: There were at least seven features of the
Guidelines that constituted the 'value added' that the OECD offered in its project:
(1) The Guidelines were expressed in technologically neutral terms. They were not confined to automated data or to any particular information systems. This feature has helped them survive the intervening three decades notwithstanding the astonishing technological developments they have witnessed;
(2) The Guidelines were expressed as non-binding. They did not adopt the language of a treaty. The verb used throughout was "should". The coercive element in the Guidelines came from their demonstrated utility and selfinterest on the part of the OECD member countries;
(3) There was also a broad ambit. The Guidelines were not confined to the public or private sectors. They did not resolve all issues over their application but they were expressed in very broad terms so as to have maximum influence;
(4) The Guidelines acknowledged the value of TBDF in itself.
Not only did this reflect the common democratic culture and free market values of the OECD member countries. It was essential to securing the participation and support of the They could even make the English language seem clear and simple. Which, of itself, is a major achievement.
Flexible implementation: A key to the success of the OECD
Guidelines is the way in which they envisage that national implementation will follow their own regulatory cultures. This had been a large potential obstacle standing in the way of success because of the concern in non- 
III. THE FUTURE
What of the future? Given the astonishing developments of technology, can we really expect that the OECD Guidelines will continue to be relevant and influential in the future? To answer this question, it is necessary to face once again the difficulties that the OECD expert group faced in 1980:
(1) Realism: It is important to tackle issues presented to information, computer and communications policies with realism.
That realism must be founded in the recognition of the objective value of TBDF, something that the Guidelines specifically recognise and assert. TBDF undoubtedly has great utility to the economies and societies of OECD member states. That utility has extended to citizens and to corporations. Prosperity is dependent on these characteristics. There is an extent, of course, to which the advance of information technology reduces the capacity of the individual to control his or her information penumbra. This is the aspect of individual privacy that is placed at risk by informatics. To some extent, that risk must be candidly acknowledged in measuring the value of the technology itself to the lives of all people living in a modern community. Putting it in terms that would be understood in the OECD, there is an ultimate economic (3) Importance of empiricism: One feature of the work of the OECD expert group in 1980 was its insistence that the Guidelines, and all policy and law in this area, should be based on an accurate and thorough understanding of the operation of the relevant technology. Any acquaintance with that technology teaches that failure of action amounts to making a decision. That decision permits technology, developed generally for profit, to take the user and society where the technology leads. The intervention of law and principle and of effective practice is needed to continue protection for the individual that safeguards fundamental human rights and upholds the integrity of information systems;
(4) Reconceptualising issues: To some extent, in the decades since the OECD Guidelines were adopted, policy developments have been confined to particular areas of information, computer and communications policy. Thus, treaties or guidelines have been adopted to deal with the special problems of spam; cybercrime; malware; worms and viruses and other attributes of modern informatics. One role of the OECD is surely to link these issues in conceptual terms and to ensure that these separated responses operate in harmony and in a way that defends their interlinked values. It may be that the responses to the foregoing issues can be seen, with privacy protection, as an endeavour of the global community to preserve the benefits of information technology while guarding users and others affected from antisocial information activities. The OECD should constantly be on the alert, as the expert group was in 1978-80, against a fractured approach to what are basically integrated social and ethical problems. If there is one organisation in the global community that has the legitimacy and mandate to maintain this conceptual approach, it is the OECD. It can derive encouragement, and lessons, from the way in which the expert group which developed the 1980 Guidelines tackled its task within the broader context of information, computer and communications policy;
(5) New challenges:
There is no doubt that many new challenges face any organisation that is addressing computer and communications policy today. Some of the challenges include:
i 
IV. RE-ASSURANCE
There is a last thought which I leave as a re-assurance. From this Roundtable, I return to Australia. But, in less than a week, I travel once again to Europe to a conference on a different but equally urgent and important issue -the AIDS epidemic and religion. This will take place in Utrecht, The Netherlands, 21-23 March 2010.
If there are difficulties in getting common ground within the OECD and beyond on the issues of privacy, data protection and data security, as considered in this Roundtable, they pale in significance beside the larger problem of tackling an epidemic whose vectors include sexual activity, drug use and whose vulnerable populations include sex workers, drug users, homosexuals and women. At least in information policy, it may be hoped that an agreed, rational and empirical approach will prevail.
Where God is said to intervene, the mind of the policy-maker will often be influenced by holy texts and religious doctrines.
I mention these facts to remind the OECD that its tasks, although substantial and difficult, are basically manageable. The technology is shared. The challenges can generally be addressed without the intrusion of non-objective factors. From this, the OECD and its committees can take encouragement. As they can from the work of the expert group thirty years ago and the success of that work and its utility in the intervening decades.
I invoke the spirit of the late Jan Freese and the late Frits Hondius as I return to the OECD. I invoke the participation today of Louis Joinet and Hanspeter Gassmann, here with me. I pay tribute to Peter Seipel, Bill
Fishman, Hans Corell, Inger Hansen, Stefano Rodata and all the others who worked on our project. But above all, I pay respects to those who continue to work in the field of privacy protection and security of information, whether in the OECD or in national privacy data protection authorities or in civil society organisations such the Electronic Privacy Information Center (EPIC), the Centre for Information Policy Leadership (CIPL) and leaders in public institutions and academic life.
